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DETAILED ACTION 
Response to Amendment 

1 . Applicant's amendment and arguments, filed on 4/14/2006, with respect to 
claims 1-3, 5-13, 16-17, 19 and 21-26 have been fully considered but are moot in view 
of the new ground(s) of rejection. 

Claims 4, 14-15, 18 and 20 have been canceled by the applicants. 
Claim 26 is newly added. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 16-17, 21, 24 and 26 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over US patent 5, 727,146 ("Savoldi et al.") in view of US patent 6,744,767 
("Chiu et al.") and further in view of US patent 6,944,673 B2 ("Malan et al."). 

Regarding Claims 16 and 21, Savoldi et al. teach a method of dynamically 
protecting network access using packet source address, comprising of 

receiving, in a system, a data unit (51 as packet) containing a source address 
indicating a source of a data unit (packet), 

matching the source address with information stored in the system (50), and 

enabling entry of the data unit (packet) to the first network if the source address 
matches the information stored in the system (52) and denying entry (with error) of the 
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data unit to the first network if the source address does not match the information stored 
in the system (52) (See Fig. 7, Col. 1, line 61 - Col. 2, line 8). 

Savoldi et al. teach substantially all the claimed invention but did not disclose 
expressly the particular application involving limitations of 

"a storage module to store a threshold value for a communications session, the 
threshold value representing an acceptable rate of incoming data units from the external 
network to the first network" and 

"a controller adapted to deny further entry of data units from the external network 
to the first network in the communications session in response to the controller 
detecting that the rate of incoming data units exceeds the threshold value". 

Chiu et al. teach a method and networks of voice gateways (22) for bandwidth 
management during implementation of Quality of Service using Internet Protocol 
provisioning including 

a storage module (54 memory buffer) (See Fig. 2, Col 5, lines 53-55) to store a 
threshold value (global and local thresholds) for a communications session, the 
threshold value representing an acceptable rate of incoming data units from the external 
network to the first network (maximum incoming packet rate), and 

a controller (51 ) adapted to deny further entry of data units from the external 
network to the first network in the communications session in response to the controller 
detecting that the rate of incoming data units exceeds the threshold value (See Fig. 2, 
Col. 5, lines 32-58). 
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A person of ordinary skill in the art would have been motivated to employ Chiu et 
al. in Savoldi et al. in order to obtain a method of dynamically protecting network access 
using packet source address and to take advantage of a memory buffer to store a global 
and local thresholds for a communications session, representing an acceptable 
maximum incoming packet rate and a controller to deny further entry of data units from 
the external network to the first network in the communications session in response to 
the controller detecting that the rate of incoming data units exceeds the acceptable 
maximum incoming packet rate in claims 16 and 21. 

The suggestion/motivation to do so would have been to store a global and local 
thresholds to a memory buffer for a communications session, representing an 
acceptable maximum incoming packet rate and a controller to deny further entry of data 
units from the external network to the first network in the communications session in 
response to the controller detecting that the rate of incoming data units exceeds the 
acceptable maximum incoming packet rate, as suggested by Chiu et al. in Fig. 2, Col. 5, 
lines 32-58. At the time the invention was made, therefore, it would have been obvious 
to one of ordinary skill in the art to which the invention pertains to combine Chiu et al. 
with Savoldi et ai. to obtain the inventions specified in claims 16 and 21 . 

Savoldi et al. and Chiu et al. teach substantially all the claimed invention but did 
not disclose expressly the particular application involving limitations of 

"security action of generating a report that an attack is occurring". 
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Malan et al. teach a method for networks profiling relating to common denial of 
service attack tracking technique including steps of generating a report that an attack is 
occurring (See Fig. 7, Col. 10, lines 6-35) 

A person of ordinary skill in the art would have been motivated to employ Malan 
et al. in Savoldi et al. and Chiu et al. in order to obtain a method of dynamically 
protecting network access using packet source address and to take advantage of a 
common denial of service attack tracking technique including steps of generating a 
report that an attack is occurring in claims 16 and 21 . 

The suggestion/motivation to do so would have been to use a common denial of 
service attack tracking technique including steps of generating a report that an attack is 
occurring, as suggested by Malan et al. in Col. 10, lines 6-35. At the time the invention 
was made, therefore, it would have, been obvious to one of ordinary skill in the art to 
which the invention pertains to combine Malan et al. with Savoldi et al. and Chiu et al. to 
obtain the inventions specified in claims 16 and 21 . 

Regarding Claim 1 7, as discussed above, Savoldi et al. and Malan et al. teach 
substantially all the claimed invention but did not disclose expressly the particular 
application involving limitations of "calculate the predetermined threshold based at least 
in part on a frame size used in the call session". 

Chiu et al. further teach that measuring the VOIP speech frame size for the 
interface to assure the predetermined bandwidth requirement (calculate the 
predetermined threshold based at least in part on a frame size used in the call session) 
(See Col. 9, lines 48-55). 
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A person of ordinary skill in the art^would have been motivated to employ Chiu et 
al. in Savoldi et al. and Malan et al. in order to obtain a method of dynamically 
protecting network access using packet source address and to take advantage of 
measuring the VOIP speech frame size for the interface to assure the predetermined 
bandwidth requirement in claim 17. 

The suggestion/motivation to do so would have been to measure the VOIP 
speech frame size for the interface to assure the predetermined bandwidth requirement, 
as suggested by Chiu et al. in Col. 9, lines 48-55. At the time the invention was made, 
therefore, it would have been obvious to one of ordinary skill in the art to which the 
invention pertains to combine Chiu et al. with the Savoldi et al. and Malan et al. to 
obtain the inventions specified in claim 17. 

Regarding Claim 24. as discussed above, Savoldi et al. and Malan et al. teach 
substantially all the claimed invention but did not disclose expressly the particular 
application involving limitations of 

"check if the incoming data unit contains a Real-Time Protocol or Real-Time 
Control Protocol payload, and to deny further entry of the incoming data unit if the 
incoming data unit does not contain a Real-Time Protocol or Real-Time Control Protocol 
payload". 

Chiu et al. further teach that checking for VoIP packet with User Datagram 
Protocol and Real Time Protocol (See Col. 9, lines 48-55). 

A person of ordinary skill in the art would have been motivated to employ Chiu et 
al. in Savoldi et al. and Malan et al. in order to obtain a method of dynamically 
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protecting network access using packet source address and to take advantage of 
checking for VoIP packet with User Datagram Protocol and RTP in claim 24. 

The suggestion/motivation to do so would have been to check for VoIP packet 
with User Datagram Protocol and Real Time Protocol, as suggested by Chiu et al. in 
Col. 9, lines 48-55. At the time the invention was made, therefore, it would have been 
obvious to one of ordinary skill in the art to which the invention pertains to combine Chiu 
et al. with the Savoldi et al. and Malan et al. to obtain the inventions specified in claim 
24. 

Regarding claim 26. as discussed above, this claim have limitation that is similar 
to those of claim 17 for report an attack occuring, thus those are rejected with the same 
rationale applied against claim 17 above. 

4. Claims 22-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
US patent 5, 727,146 ("Savoldi et al.") in view of US patent 6,944,673 B2 ("Malan et al.") 
and further in view of US patent 6,928,082 B2 ("Liu et al.") and further in view of US 
patent 6,744,767 ("Chiu et al."). 

Regarding claim 22 . as discussed above, this ciaim have limitation that is similar 
to those of claim 2 and 21 and Liu et al. further teach the matching the source address 
with one or more entries of a network address translation mapping table server (26) 
(See Col. 8, lines 2-13), thus those are rejected with the same rationale applied against 
claims 2 and 21 above. 
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Regarding claim 23, as discussed above, this claim have limitation that is similar 
to those of claims 3 and 21 and Liu et al. further teach that matching the source address 
comprises matching an Internet Protocol (IP) address (See Col. 5, lines 64-67), thus 
those are rejected with the same rationale applied against claims 3 and 21 above. 

Allowable Subject Matter 

5. Claims 1-3, 5-13, 19 and 25 are allowed. 

Examiner's Statement of Reasons for Allowance 

6. The following is an examiner's statement of reasons for allowance: 

The prior art along or in combination fails to teach or make obvious the following 
limitations: "determining if each incoming packet has the predetermined pattern by 
checking if each incoming packet has an indication of a predetermined codec type" as 
recited in the independent claims 19 and 25. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTiON IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
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mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any . 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Richard Chang whose telephone number is (571) 272- 
3129. The examiner can normally be reached on Monday - Friday from 8 AM to 5 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ricky Ngo can be reached on (571 ) 272-31 39. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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